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STATEMENT OF INTEREST?

TechFreedom is a non-profit, non-partisan public policy think
tank based in Washington D.C. Its work on a wide range of information
technology policy issues rests on a belief that technology enhances

freedom and freedom enhances technology.

TechFreedom has long been involved in debates over free speech
and privacy and advocates for sensible and pragmatic approaches to
complex and often misunderstood speech, data, and privacy issues. It
believes that the freedom to collect, process, disseminate, and use data
1s essential, not just for the marketplace for goods and services, but also
for the noncommercial “marketplace” of ideas, research, philanthropic

causes, and politics.

TechFreedom is not an industry association. While it supports
Facebook’s petition for rehearing in this matter, it has criticized
Facebook’s privacy-related conduct in the past. TechFreedom submits
this brief as a friend of the Court to assist the Court in determining
whether the history of privacy rights and Article IIT warrant en banc

review of the panel’s decision.

1 No counsel for a party authored this brief in whole or in part and no
person or entity other than TechFreedom and its counsel made a
monetary contribution intended to fund the preparation and submission
of this brief. All parties consented to the filing of this brief.

-1 -
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SUMMARY OF ARGUMENT

After Spokeo, Inc. v. Robins, a court evaluating whether a plaintiff
has standing based on intangible harm arising from violation of a
statute should consider whether the harm has a close relationship to
harm that has traditionally been regarded as providing the basis for a
lawsuit. 136 S. Ct. 1540, 1549 (2016). The panel concluded that a
defendant’s violation of Illinois’s Biometric Information Privacy Act
(BIPA) causes an intangible harm that is closely related to an asserted
traditional harm—violation of one’s right to control information about
him or herself. The problem with the panel’s analysis is that historically,
the common law did not recognize a cause of action or injury based solely
on alleged inability to control information. To the extent that privacy
rights existed at all, a plaintiff could recover damages only if

infringement of such rights caused emotional or economic harm.

By holding that a violation of a state statute’s provisions
concerning biometric data is, by itself, a concrete injury, the panel opens
the door to virtually any plaintiff who can plausibly allege that a
company violated its statutory duties—even where, as here, there is no
allegation of any misuse or disclosure now or in the future. If allowed to
stand, the panel’s ruling will create automatic standing for any alleged
violation of any privacy-related statute. And it would enable States to
create statutory rights that virtually any plaintiff could enforce in
federal court, thereby shifting regulatory power away from the States’
executive branches and into the federal judiciary. Because the panel’s
ruling is exceptionally important and will deepen existing intra- and

inter-circuit conflicts, en banc review 1s warranted.

_ 9.
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ARGUMENT

I. The History of Common-Law Privacy Rights Does Not
Support the Panel’s Decision

The panel opinion incorrectly concluded that history supports
recognizing federal standing in any action under Illinois law for
“Invasion of an individual’s biometric privacy rights.” Patel v. Facebook,
Inc., 932 F.3d 1264, 1271-74 (2019). In reviewing the relevant history,
the panel focused on a general regard for privacy rights, without taking
into account the decisions of courts holding that statutory privacy
claims are not cognizable in the absence of a concrete economic or
emotional harm—a well-documented barrier to suits alleging
abridgement of privacy interests. Under the Supreme Court’s decision
in Spokeo, alleged harm based on violation of a statute should bear a
“close relationship” to a traditional harm. The panel acknowledged this
principle but failed to apply it. Its decision creates a new category of
Article III injury that bears no relation to the common-law’s traditional
conception of harm (privacy or otherwise). If this Court is to take this

dramatic step forward, it should do so only after en banc review.

History does not support the panel’s decision. The plaintiffs here
have never alleged that their facial recognition data has been disclosed
or compromised, or is at any risk of disclosure. And “the majority of
courts have ruled that injuries” even “from data breaches are too
speculative and hypothetical, too reliant on subjective fears and
anxieties, and not concrete or significant enough to warrant

recognition.” Daniel J. Solove & Danielle Keats Citron, Risk and
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Anxiety: A Theory of Data-Breach Harms, 96 Tex. L. Rev. 737, 741 &
nn.20-22 (2018) (collecting cases). Although advances in technology
present new challenges and prompt new legislation, American courts
adhere to long-standing constitutional norms that require a plaintiff to

show that he or she has sustained a concrete injury.

The panel begins its discussion of the “common law roots of the
right to privacy” by referring to Samuel D. Warren and Louis D.
Brandeis’s seminal article, The Right to Privacy, 4 Harv. L. Rev. 193
(1890). The article is cited routinely for its influence on privacy
jurisprudence, but Warren and Brandeis’s articulation of a “right to be
let alone” was—in its own time—"“full of optimism” and “light on hard
precedent.” Ken Gormley, One Hundred Years of Privacy, 1992 Wis. L.
Rev. 1335, 1345 (1992). As Gormley explains:

If one takes the time to dust off and read the rather colorful
hodgepodge of English, Irish and American cases assembled
by Warren and Brandeis, one is singularly impressed with
the fact that a right to privacy clearly did not exist in any of
those jurisdictions in the year 1890. Although [Warren and
Brandeis] concluded the article by poetically suggesting that
this new right had been “forged in the slow fire of the
centuries,” the truth was that there were shreds and ribbons
of privacy adorning the jurisprudence of England and
America, but nothing big enough to wrap up and place in a
package. Warren and Brandeis were not presenting a picture

of the law as it was, but of the law as they believed (or
hoped) it should be.
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Id. at 1347-48 (emphasis added, footnotes omitted).

In other words, the panel decision relies on the Warren and
Brandeis article mistakenly to suggest an academic or judicial
consensus that “a general right to privacy” was actionable at common
law. We believe a closer review of the history of common-law privacy

claims and redressability is warranted.

The panel also looked to the Second Restatement for historical
guidance in reviewing privacy-based claims, Patel, 932 F.3d at 1272,
1274, but the Restatement does not reflect an academic or judicial
consensus that a privacy plaintiff has Article III standing in the
absence of concrete emotional or economic injury. The privacy-related
torts identified in the Second Restatement have not fared well in federal
courts, absent a concrete showing of traditional harm. This is due in no
small part to “concern that privacy claimants could recover for
trivialities given the ethereal nature of the alleged harm.” Danielle
Keats Citron, Prosser’s Privacy at 50: A Symposium on Privacy in the
21st Century: Article: Mainstreaming Privacy Torts, 98 Calif. L. Rev.
1805, 1825 (2010).

For example, courts conclude that a person who chooses to appear
in public sustains no emotional injury if others observe him there, and
thus he has no privacy claim for intrusion on seclusion. See, e.g.,
Hartman v. Meredith Corp., 638 F. Supp. 1015, 1018 (D. Kan. 1986)
(“The plaintiffs must show that there has been some aspect of their
private affairs which has been intruded upon and does not apply to

matters which occur in a public place or place otherwise open to the

5 -
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public eye.”); Fogel v. Forbes, Inc., 500 F. Supp. 1081, 1087 (E.D. Pa.
1980) (“[T]his tort does not apply to matters which occur in a public
place or a place otherwise open to the public eye.”); Pemberton v.
Bethlehem Steel Corp., 502 A.2d 1101, 1116-17 (Md. Ct. Spec. App.
1986) (“There is no liability for observing him in public places, ‘since he
1s not then in seclusion.”); Forster v. Manchester, 189 A.2d 147, 150 (Pa.
1963) (public exposure removes expectation of privacy compared to
expectations in private spaces such as the confines of home). These
cases demonstrate that alleged infringement of interests in controlling
information available to others lacks constitutionally-required
concreteness.? Here, similarly, the allegations amount to procedurally

deficient, but non-injurious, collection of information.

Likewise, even when plaintiffs have claimed emotional distress
from a defendant’s intentional surveillance of the plaintiff, courts reject
the claim unless the defendant’s conduct was extreme and outrageous.
See, e.g., Thorpe v. Mut. of Omaha Ins. Co., 984 F.2d 541, 545 (1st Cir.
1993) (holding surveillance of personal injury claimant by private
detective “did not even arguably rise to the level of ‘extreme and
outrageous conduct,” and the issue was properly withdrawn from the
jury”). In Pemberton, for example, the defendant employer placed the

plaintiff employee under surveillance, sent the plaintiff’s mug shot

2 Lack of cognizable injury may be raised simultaneously under Fed. R.
Civ. P. 12(b)(1) and 12(b)(6). See, e.g., Bell v. Acxiom Corp., No. 06-cv-
00485-WRW, 2006 U.S. Dist. LEXIS 72477, *3-*4 (E.D. Ark. Oct. 2,
2006) (dismissing claim based on speculative future harm from data
breach for lack of standing under Fed. R. Civ. P. 12(b)(1) without
reaching the question of alternative motion to dismiss for failure to
state a claim under Fed. R. Civ. P. 12(b)(6)).

-6 -
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(including his face) and police record to fifty union employees, and sent
evidence of plaintiff’s marital infidelity to his wife. The Maryland court
held that this conduct was not sufficiently extreme and outrageous to
constitute intentional infliction of emotional distress. 502 A.2d at 1115;
see also Forster, 189 A.2d at 151 (surveillance by private detectives not
sufficiently outrageous to amount to intentional infliction of emotional
distress). The same real-harm limitations that hamper emotional
distress claims limit similar claims of emotional or dignitary injury. At
common-law, viewing someone else and telling others about the

experience 1s not tortious.

Courts frequently recognize that privacy-related claims based on
data breaches do not convey standing and are otherwise not actionable
absent real-life demonstrable emotional or economic injury. “[M]ost
[courts] have agreed that the mere loss of data—without evidence that
it has been either viewed or misused—does not constitute an injury
sufficient to confer standing.” In re Sci Applications Int’l Corp. Backup
Tape Data Theft Litigation, 45 F. Supp. 3d 14, 19 (D.D.C. 2014). In
Reilly v. Ceridian Corp., for example, the Third Circuit held that
plaintiffs in a data breach case do not suffer harm until their
information is actually misused. 664 F.3d 38, 42 (3d Cir. 2011). Given
that this case does not involve anything close to a data breach, the
panel’s decision conflicts with Reilly (in addition to the cases cited in the

petition), which is another reason it warrants en banc review.

The American Law Institute (“ALI”) recently recognized that the
common law does not supply an adequate foundation for the recognition

of privacy-related causes of actions or tortious harms such as those

-7
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alleged here. In 2013, while working to update the Restatement (Third)
of Torts, the ALI embarked on a project to summarize the current state
of data privacy law. ALI Principles of the Law: Data Privacy (Tentative
Draft April 15, 2019) at xv. During the course of this project, the ALI

concluded that no “established body of positive law” would substantiate
a Restatement. Id. Consequently, the ALI recharacterized its project as
a principles project. The ALI’s conclusions suggest a broader consensus
that the common law tradition does not provide historical grounding for

the present action. Id.

The historic difficulty faced by plaintiffs who seek standing for
privacy-related injuries is partially rooted in First Amendment
concerns. Justice Brandeis came to recognize that privacy claims could
chill free speech. On First Amendment grounds, he would eventually
reject claims for emotional and dignitary injuries—or in the parlance of
modern standing doctrine, those that are not “concrete.” See Jeffrey
Rosen, What would privacy expert Louis Brandeis make of the digital
age?, THE WASHINGTON PoOST, Mar. 20, 2015 (noting that “Brandeis
changed his mind about the right to privacy” because the “new right . . .
clashed directly with the First Amendment’s protections for free speech
and public debate” (citing Neil Richards, INTELLECTUAL PRIVACY:
RETHINKING CIVIL LIBERTIES IN THE DIGITAL AGE (Oxford University
Press, 2015))). Bartnicki v. Vopper represents a recent example of how
the Supreme Court has reconciled attempts to control private
information. 532 U.S. 514 (2001). In Bartnicki, the Supreme Court
limited novel wiretapping claims in part because “privacy concerns give

way when balanced against the interest in publishing matters of public

. 8.
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importance.” 532 U.S. at 534 (citing Warren & Brandeis, 4 Harv. L.
Rev. at 198).3

In short, leading academics, legal institutions, and most courts
acknowledge the difficulty of making factual showings of perceptible
harm in connection with claims based on the thwarted desire to control
information. See also Lujan v. Defenders of Wildlife, 504 U.S. 555, 566
(1992) (a factual showing of perceptible harm is required rather than an
“Ingenious academic exercise in the conceivable”). Certainly, plaintiffs
here did not make that showing. This Court may leave for another day
whether another plaintiff might have standing based on claims of

emotional or dignitary injury arising from an alleged BIPA violation.

The record in this case reveals that plaintiffs suffered no such
injury. The plaintiffs concede they are unaware of any intrusions on

their privacy, outrageous conduct, or other concrete harms. See

3 The historical tension between individual privacy interests and First
Amendment free-speech rights has prevented the tort of public
disclosure of private facts from being widely adopted. See, e.g., Smith v.
Daily Mail Publ’g Co., 443 U.S. 97, 104 (1979) (when “information is
lawfully obtained, . . . the state may not punish its publication except
when necessary to further [a substantial] interest”); see also Bremmer v.
Journal-Tribune Publg Co., 78 N.W.2d 762 (Iowa 1956) (rejecting
invasion of privacy claims of parents of murdered child against
newspaper because picture was of public interest, and listing cases
coming to same conclusion). The creation of a right to control what is
learned and expressed about an individual has been criticized on the
grounds that it enables the government to impinge on free speech either
directly or by authorizing private rights of action. See Volokh, Eugene,
Freedom of Speech, Information Privacy and the Troubling Implications
of a Right to Stop People from Speaking About You, available at SSRN:
https://SSRN.com/abstract=200469.

. 9.
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Facebook petition at 5-6 (summarizing the absence from the record of
demonstrated or alleged harm to the plaintiffs). In the absence of such a
“factual showing of perceptible harm” (Lujan, 504 at 566), the plaintiffs’
claims do not meet the requirements of a traditionally-recognized
privacy action. Accordingly, they lack standing, as the full Court should

determine in an en banc proceeding.

II. Hypothetical Future Uses of Biometric Information
Cannot Support Standing

The panel based its decision in part on the theoretical possibility
that bad actors would misuse biometric data in the future. It stated that
the “the facial-recognition technology at issue here can obtain
information that is detailed, encyclopedic, and effortlessly compiled ....”
Patel, 932 F.3d at 1273 (quotation marks omitted). It then imagined
what Facebook could do with that information, but without saying
whether Facebook was likely to use—or is even capable of using—the
information in any of the imagined ways. For example, the panel
hypothesized that Facebook could use the information to identify people
in surveillance photos or to unlock a cell phone. See id. But these
possibilities are speculative, not actual or imminent, and accordingly do
not support the panel’s conclusion that plaintiffs had standing. See
Clapper v. Amnesty Int'l USA, 568 U.S. 398, 402 (2013) (plaintiffs

cannot base standing on “hypothetical future harm?”).

The panel reviewed Fourth Amendment precedents that reflect
judicial engagement with the question whether new technologies

warrant new constitutional rules to protect against governmental

-10 -
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invasions of privacy. But the panel drew the wrong conclusion from
these precedents. First, there is a distinction between the type of injury
contemplated by the Fourth Amendment (unlawful governmental search
and seizure) and a private party’s allegedly tortious misuse of
information an individual sought to keep private. The Fourth
Amendment does not apply to private party conduct absent state action.
See O’Connor v. Ortega, 480 U.S. 709, 715 (1987) (searches or seizures
by government employers or supervisors on private property may be
subject to the Fourth Amendment). Second, whether someone has a
reasonable expectation of privacy for Fourth Amendment purposes is a
question that may depend on evolving technology and its applications.
But whether a plaintiff has sustained an injury based on an invasion of
that expected privacy, on the other hand, is a separate question that
has remained constant. This is because the federal courts decide only
“cases,” and a case 1s not a case without a traditional common-law

injury or one closely resembling it.

ITII. The Panel’s Decision Drafts the Federal Courts into
Carrying out Illinois’s Regulatory Goals

Adherence to Article III’s standing requirements is particularly
important in cases like this one, in which plaintiffs seek a multi-billion-
dollar judgment on behalf of a class of millions. The magnitude of the
judgment they seek is regulatory and punitive in nature. This Court
should grant en banc review to assess whether plaintiffs may enroll the
federal courts in their effort to regulate Facebook’s compliance with
I1linois’s public-welfare law, all while admitting that they have

sustained no injury apart from their interest in seeing the law enforced.

-11 -
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And then it should hold that the Supreme Court has rejected prior
invitations to delegate sweeping law enforcement authority to the class
action bar and the courts, such that this Court should reject plaintiffs’

invitation here as well.

The Illinois Legislature enacted BIPA to serve the “public welfare”
and the public’s interest in “security” and “safety.” 740 ILCS 14/5(g). To
enhance the public welfare, the Act imposes a range of disclosure and
reasonable-care duties on private entities, but exempts government
actors from compliance with the statute. 740 ILCS 14/10, 14/15, 14/25(e).
Under BIPA, government agencies may collect and store biometric
information without obtaining written consent. Thus, BIPA’s goal is to
regulate private data collection to serve the public interest, not to create

a generally-applicable individual right against data collection.

But federal courts may not assist Illinois in carrying out its
regulatory goals, unless they have a genuine case or controversy to
resolve based on concrete injury. See Spokeo, 136 S. Ct. at 1548; see also
id. at 1550-53 (Thomas, J., concurring). Otherwise, federal courts will
become part of the States’ enforcement apparatus, parceling out
statutory damages (i.e., fines) for alleged violation of regulatory duties.
Because the framers did not provide this role for the federal courts, this

Court should not accept it here.

CONCLUSION

This Court should grant the petition for hearing en banc.

219 .-
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